
Solution Brief

Aviz Network Copilot provides a simple interface to query
your existing Nexus switches and Nexus Dashboard to
answer common questions when monitoring and managing
your DC switching fabrics.

It’s a private, GenAI-based solution that runs in your DC on
your own server. Your data will not leave your premises and
will not be used to train public cloud LLMs.

Network Copilot unlocks AI for networking—exactly where
you need it.
 
Benefits
•      Intuitive chat interface to get answers faster without
       memorizing multiple UI screens.

•      Augmenting your existing investment into Nexus
       infrastructure to get to value faster

•      Works with Nexus NX-OS and ACI, as well as Cisco S1
       SONiC-based devices.

•      Flexible architecture that enables rapid iteration of
        use cases through AI-driven software upgrades

Use CasesTake your Cisco Nexus Infrastructure
Operation to the next level with Aviz
Network Copilot™

How can I help you?

Network Copilot TM

List the devices in my network

Generate a security audit report for
 my network

Device Number: 2
Device IP: 10.4.4.97
NOS: Cisco
HWSKU: Nexus 31108TCV
OS Version: 9.3(9)

Ask Anything

Use Case Questions I love to ask

Inventory
Management

Infrastructure
Health

Capacity
Planning

Network Audits

Real-Time
Network Insights

• What devices and SW versions are
  running in my fabric?
• Where are all my Nexus 93600
   within a specific SN range?

• How many devices and SW images
  will be past End of Vulnerability
  support in next 180 days from
  today?
• What is the Cisco suggested
   upgrade plan?

• Who are my top talkers?
• What was the highest BW
   utilization?  
• What about last week vs
   yesterday?

• Generate a security audit report
   for my network?

• Build me a personal dashboard
   showing correlations between
   packet drops and configuration
   changes.
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Network Copilot™Business KB
[EOS/EOL, PSIRTS, BUGS,
Thresholds]

ONESNexus Fabric
Controller

Network Data
• SNMP, gNMI, API
• Logs, Files
• Flows [Netflow, sFlow]

User

Network Copilot™ for NEXUS & SONiC
Cisco Fabrics
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What do you need to get started
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An AI inference server (Cisco UCS with a small GPU)
running NCP SW Trial license

Connect your data sources using:

    • Your Nexus and 8000 switches and Nexus Dashboard
       (if installed)
    • It will work with Essential, Advantage, and/or Premier 
       licenses
    • Your curated knowledge base around Cisco HW and
       SW releases as well as EOS/ EOL plans

How Does Network Copilot Work?

Fine-tune and expand the use cases (aka AI agents)
working with Aviz

What do you need to make Network Copilot
your daily Network Assistant

Internet Connection: Your data and LLM training always
stay private.

What don't you need

See the Network Copilot™  in action

Schedule a demo with Aviz Try it at WWT AI Proving Ground Lab

Network
Copilot™ 

Network Copilot™ Capabilities

Data Pipeline

Sources: SNMP, Flow, gNMI,
Splunk, SYSLOG, API, AWS S3, SnowFlake,
Nexus Dashboard, Influx, Loki, Azure Blob,
GCP, Netbox
Process: Calculations (avg, min,
max), normalization
Storage: Point-in-time & Time-series
Security: OnPrem Only with
no access to internet

Knowledge Base

Context: Customer (Files, URLs, Bugs,
EOS/EOL, CVEs, PSIRTs)
RAG: Langchain, Chroma DB
Import: PDF, CSV, Text, Customer Tools

Chat Prompt

Response: Streaming, Timestamp,
Replay, Export, Up/Down Vote, Follow
up prompts.
Analytics: Generate Table, Graphs,
Charts

Fine Tuning: PEFT/LoRA Adaptors
Chain-Of-Thoughts (COT)
Integration: Customer Tools
(Zendesk, ServiceNow, Slack)
Aviz Agents: RAG, Data & Report,
Use Case Driven

Framework

https://aviznetworks.com/products/network-copilot/
https://www.wwt.com/atc/ai-proving-ground/overview

